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Presentation Notes
1 Hour General  NE-#6000153200  IA-#109397  FREE & A NEW CLASS  
The World of Fraud:  Identity fraud and consumer scams designed to part you with your money are perpetrated against unsuspecting victims every minute of the day.  Learn about the current risk and how insurance may help.  

Identity theft review (15 Minutes) 
Financial crimes
Stolen identity uses
Medical
Driver’s license
Social security number
Birthdate
Financial 
Imposter fraud
Identity fraud review (10 Minutes) 
Scam trends 
Imposter criminal trends
Identify current scam types
Preventive measures to minimize risk (10 Minutes) 
Usernames and passwords
Mobile device security
Response to fraudulent financial requests
Insurance options for recovery (15 Minutes) 
Identity theft insuring agreements
Coverage options
Common exclusions
 
 
Polling Questions:
 
How many scams are you familiar with committed against consumers?
 
When was the last time you requested your children or grandchildren’s credit reports?
 
Have you adopted a procedure for cybersecurity within your family?
 
Do you think an identity theft monitoring product is a good idea for consumers?
 
 
 
Course Description:  Identity fraud and consumer scams designed to part you with your money and property & your heart are perpetrated against unsuspecting victims every minute of the day.  Learn about the current risk and how insurance may help.  




Facilitator introduction 

Insurance 30+ years 
Live in Nebraska 
Long time Bellevue resident 

Facilitating CE over 14 years 
Speaking on privacy & security for over 16 years 
Have Beagles/bassets and am a foster to dogs 
Retired P&C agent 2022 
Artisan Crafter-Osoremarkable 
 

Laurie VanderWal 

Lola-4 

Duke-8 



Pen and 
paper for 
notes 



How can a compromise or imposter fraud change your life?   
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https://www.foxnews.com/tech/how-hackers-find-out-youre-high-value-target-stealing

Identity Fraud Overview 
 
Define and categorize identity theft, identity fraud and consumer scams 
(15 Minutes) 
Identity theft
Identity fraud
Consumer scams impact
Financial
Mental health 
 
The statistical shift of fraud (15 Minutes) 
Identity theft
 Theft of information
 Misuse of stolen information after theft
Consumer scams
Commercial data breach
Business scam loss
 
Identify and discuss traditional identity fraud exposure by type (20 Minutes)
	a.  Social security
		b.  Driver’s license
		c.  Financial
		d.  Criminal		
		e.  Medical
			i.  Consumer  
			ii.  Physician fraud
Child
Cloning & Synthetic
Insurance impact on fraudulently used identities
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 Arrested and spent 32 days in jail 

 Lived in Georgia—Extradited to Missouri 

 The ride took 7 days, 19 states and  he was 
shackled in a van with other  prisoners 

 Former roommate stole his identity 

 8 warrants for arrest 

 Surrounded by police 

 Lost 2 jobs and a car 
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 Customer on vacation receives call from bank 

 Bank states they believe there are fraudulent charges showing on 
account and confirms customer did not purchase 

 To resolve bank requires customer to accept a code via text and 
read code back to bank which confirms customer identity 

 Customer complies with bank directions 

 Reads code back to bank 

 Financial theft averted 
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 How does the customer know it’s the bank? 

 This customer was talking to a thief 

 Criminals had the username and password for 
account 

 Multi-factor authentication disrupted the hack 

 Criminal calls customer commits imposter fraud 

 Obtains multi-factor authentication to access 
account 
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Victim consequence:   

 Victim had $8,000 transferred out of his bank 
account 

 A customized pickup truck valued at $130,000 
stolen from the Denver International Airport 
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 Counseling, depression, anxiety ptsd




 Eating at a restaurant 

 Criminal had a card reader within “reading” 
distance 

 Read all the details in her purse 

 Committed rampant financial fraud 
 Emptying bank accounts 

 Running up credit cards 

 Soliciting new credit cards 

 Create identification in her name 
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Follow your information…Just for a day! 
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Make it a part of your  personal cyber compromise set up . 


http://www.onguardonline.gov/media


Average age of an agent is 56-60 



Mariana Van 
Zeller 
Investigative 
Reporter 

• Credit and debit card fraud 

• Bank account hacking 

• “Data more valuable than oil” 

• Street Gangs “Mindset” shifting to buying and selling financial information 
• “Would you rather have me rob you on the street at gunpoint?” 
• “Is it better if I rob you through your credit card or bank where no physical harm will 

come to you?” 
• “It’s a dog-eat-dog world, everybody gotta make money somehow” 
• “People get there money back and no harm comes to them” 

Presenter Notes
Presentation Notes
Click link and go to timing of 11:20 until 14:15, go to 25: to 27 minutes

Mariana van zeller data program. 
www.nationalgeographic.com/tv/shows/trafficked-with-mariana-van-zeller/episode-guide/season-03/episode-07-cyber-pirates/vdka32523457


http://www.nationalgeographic.com/tv/shows/trafficked-with-mariana-van-zeller/episode-guide/season-03/episode-07-cyber-pirates/vdka32523457


• Offer a new crypto token in the 
market 

• 83,683 in 2021 
• 117,000 in 2022 
• 41% increase 

• Hype it up on social media 
• When token value hits a certain 

amount the thief pulls out 
everything 
 

• 2 million investors lost funds 
• $11 Billion to criminals  
• 153 different de-centralized finance 

exchanges (CeF) 
• Rug pulls have options 
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https://www.coindesk.com/markets/2022/12/23/crypto-adds-unsavory-footnote-to-dreadful-2022-year-of-the-rug-pull/
Fraudsters deployed over 117,000 scam tokens from January through Dec. 1, a 41% increase over the full 2021, according to study from Solidus Labs.

83,683 in 2021



Identity Fraud Overview 
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"Our identity is increasingly going 
to become the asset that we have 
to be most careful to protect in 
the 21st century where the ability 
to get information, move it around 
the world and store it indefinitely 
creates greater and greater risks 
to personal reputation and 
personal privacy"...  
  --Homeland Security Secretary 
Michael Chertoff August 2008 



Governing Data 
Stolen identity uses 



Synthetic 
Identity 
Theft 
Creating a new person with 
multiple data points of 
other people’s personal 
information 



The governance of our NPI or PII data 

• Social security 
• Driver’s license 
• Financial/credit profile 
• Medical records & history 
• Birthdate 
• Biometrics 
• Address 
• Your first and last name 

Cybersecurity  
Protection 

Presenter Notes
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The liability of Nonpublic Personal Information (NPI) & the consumer household profile              
(20 Minutes) 
Social security number
Driver’s license
Financial credit information
Medical information
Name-first and last
Email???
IP address??
All the online data byte clicks




The privacy of 
our all our data  

• GPS details 
• Smart devices like auto, home 

and Alexa equipment 
• Computer IP address, email 
• All online clicks 24/7 

• Data bytes—Every click you 
make!! 

• Pictures 
• Texts 

• History of all activity 
• Social media content 
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Who is managing your data?  You or someone else????


Managing the fraud risk and exposure  (30 Minutes) 
Cyber compromise
Money or financial/credit
Social security
Driver’s license
Medical information
Last name, first name, and email address
IP address
Non-protected data bytes 
Complementing personal data




Policy and Procedure  
Drive Change 

Email address, IP address and other identifiers may now 
be included in “Protection” of data 



Identity Theft Components 
The legal and life driven “clicks” 



Medical Identity Theft 

Record keeping personal information 

Mother’s maiden name 

Parents’ medical history 

Financial information 

Children details  

Keep a current copy

Name, address, email history 

Emergency phone contact 

Phone numbers 

Medical diagnosis 

Credit card information w/3 digits 
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https://youtu.be/JKbn0xEePaw
5 years and 1500 in legal fees

Thief stole purse, used card to buy prescription drugs




Medical Identity Theft 
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https://youtu.be/JKbn0xEePaw
5 years and 1500 in legal fees

Thief stole purse, used card to buy prescription drugs




Video Summary 

• Woman had purse stolen 
• Thief used insurance card for 

prescription drugs 
• Opioids 

• Credit impacted 
• Warrant for arrest 
• Long term damage 

• Wrong diagnosis or treatment 

• Impact 5 years and $1,500 in legal fess 
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https://youtu.be/JKbn0xEePaw
5 years and 1500 in legal fees

Thief stole purse, used card to buy prescription drugs




Fraud 
Is there really a problem? 

Presenter Notes
Presentation Notes
Consumers are witnessing the largest financial transfer of wealth to criminals like no other era before!




2017 
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�SAN FRANCISCO, February 6, 2018 – The 2018 Identity Fraud Study released today by Javelin Strategy & Research, revealed that the number of identity fraud victims increased by eight percent (rising to 16.7 million U.S. consumers) in the last year, a record high since Javelin Strategy & Research began tracking identity fraud in 2003. The study found that despite industry efforts to prevent identity fraud, fraudsters successfully adapted to net 1.3 million more victims in 2017, with the amount stolen rising to $16.8 billion. With the adoption of EMV (embedded chip) cards and terminals, the types of identity fraud continued to shift online and away from physical stores. The complexity of fraud is also on the rise as criminals are opening more new accounts as a means of compromising accounts consumers already have.
 
This last year saw a notable change in how fraud is being committed. While credit card accounts remained the most prevalent targets for new account fraud, there was significant growth in the opening of new intermediary accounts, such as email payments (e.g. PayPal) and other internet accounts (e.g. e-commerce merchants such as Amazon) by fraudsters. Although not as easily monetized alone, these account types are invaluable in helping fraudsters transfer funds from the existing accounts of their victims.
 
The study also found three significant changes in data breaches in 2017. Nearly a third (30 percent) of US consumers were notified of a breach in the past year, up from 12 percent in 2016. For the first time ever, Social Security numbers (35 percent) were compromised more than credit card numbers (30 percent) in breaches. Finally, data breaches are causing consumers to lose trust in institutions. These trends combined to cause consumers to shift the perceived responsibility for preventing fraud from themselves to other entities, such as their financial institution or the companies storing their data.
 
“2017 was a runaway year for fraudsters, and with the amount of valid information they have on consumers, their attacks are just getting more complex,” said Al Pascual, senior vice president, research director and head of fraud & security, Javelin Strategy & Research. “Fraudsters are growing more sophisticated in response to industry’s efforts to implement better security. Fortunately, there are a variety of digital tools that consumers can leverage to stay better informed on the status of their identities and accounts, and to ultimately stay better protected.” 
 
The annual 2018 Identity Fraud Study is a comprehensive analysis of identity fraud trends, independently produced by Javelin Strategy & Research and made possible by Identity Guard, a provider of identity risk management and privacy protection services for consumers and businesses. The study is in its fifteenth consecutive year, and is the nation’s longest-running study of identity fraud, with 74,000 respondents surveyed since 2003.
 
The 2018 Identity Fraud Study found four significant trends:
Record high incidence of identity fraud – In 2017, 6.64 percent of consumers became victims of identity fraud, an increase of almost one million victims from the previous year. This increase was driven by growth in both existing non-card fraud and account takeover (ATO).
Account takeover grew significantly – Account takeover tripled over the past year, reaching a four-year high. Total ATO losses reached $5.1 billion, a 120 percent increase from 2016. Account takeover continues to be one of the most challenging fraud types for consumers with victims paying an average of $290 in out-of-pocket costs and spending 16 hours on average to resolve. This translates to more than 62.2 million hours of time consumers lost in 2017. That is enough time for more than three million people to binge watch the first and second season of Stranger Things. 
Online shopping presents the greatest fraud opportunity – EMV is driving more fraudsters to seek online channels for fraud. Card Not Present Fraud is now 81 percent more likely than point of sale fraud, the greatest gap Javelin has observed.
Fraudsters are getting more sophisticated – Fraudsters are getting more sophisticated in their attacks, and using more complex and difficult to detect monetization schemes. One and a half million victims of existing account fraud had an intermediary account opened in their name first. This is 200 percent greater than the previous high.
New this year, the 2018 Identity Fraud Study examined the impact the relentless news about data breaches is having on consumers.  With rising fraud incidence and extensive media coverage of the Equifax breach, the proportion of consumers who are concerned about fraud rose from 51 percent in 2016 to 69 percent in 2017. Breaches rank at the top of identity-related threats facing consumers according to those surveyed. Javelin found 63 percent of consumers report that they are ‘very’ or ‘extremely’ concerned about the threat of breaches, but many are unsure that they have the ability to effectively protect themselves. Cynicism about breach notifications rose dramatically, with 64 percent of breach victims indicating they believe that breach notifications do little to help protect them and are principally about providing legal cover for the breached company. All of this combined, caused consumers to shift the perceived responsibility for preventing fraud from themselves to other entities, such as their FI or the companies storing their data.
 
Methodology
Identity fraud is defined as the unauthorized use of another person’s personal information to achieve illicit financial gain. Identity fraud can range from simply using a stolen payment card account, to making a fraudulent purchase, to taking control of existing accounts or opening new accounts.
 
In 2017, Javelin conducted a nationally representative online survey of 5,000 U.S. consumers to assess the impact of fraud, uncover where fraudsters are making progress, explore consumers’ actions and behaviors and how it relates to fraud risk levels, and identify segments of consumers most affected by fraud. 
 
Five Safety Tips to Protect Consumers 
Javelin believes that consumers who exercise good online security habits can minimize their risk and impact of identity fraud. The following are five recommendations for consumers to follow: 
Turn on two-factor authentication wherever possible – Enabling two-factor authentication on sites that have that capability, where a separate action must be taken beyond providing a user name and password to access an account, can make it significantly more difficult for fraudsters to take over your accounts. For sites without two-factor authentication, use strong passwords or a password manager to secure accounts.
Secure your devices – With consumers increasingly relying on their digital devices to obtain goods and services, making purchases and sharing personal information, criminals have shifted their focus to these devices for the access they can provide to accounts and the information they store or transmit. Secure online and mobile devices by instituting a screen lock, encrypting data stored on the devices, avoiding public Wi-Fi and/or using a VPN, and installing anti-malware.
Place a security freeze – If you are not planning on opening new accounts in the near future, a freeze on your credit report can prevent anyone else from opening one in your name – which is especially important if you have been a victim of data breach that has exposed sensitive personally identifiable information. Credit freezes must be placed with all three credit bureaus and prevents everyone except for existing creditors and certain government agencies from accessing your credit report. While costs vary per state, typically each bureau costs below $20. Should you need to open an account requiring a credit check, the freeze can be lifted through the credit bureaus.
Sign up for account alerts everywhere – A variety of financial service providers, including depository institutions, credit card issuers and brokerages, provide their customers with the option to receive notifications of suspicious activity – as do businesses in other industries, such as email and social media providers. These notifications can often be received through email or text message, making some notifications immediate, and some go so far as to allow their customers to specify the scenarios under which they want to be notified, so as to reduce false alarms. 
Protect yourself from unauthorized online transactions – As EMV makes fraud at physical stores more challenging, fraudsters are moving to target online merchants. Some financial institutions offer alerts for online transactions, the ability to institute limits on online transactions, or even advanced controls through 3-D Secure (e.g., Verified by Visa, SecureCode from Mastercard, etc.). These can help quickly detect and even prevent online fraud from occurring.




Federal Trade Commission Stats 
2019 contrast 2022 
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Ftc stats from 2022




2021 

2019 2020 
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2021 the stats were 25% idt and 17% imposter scams ## of reports, not money lost
2020 the stats were 29% idt and 10% imposter scams ## of reports, not money lost




2022-Leap frogging our identity 
the Smash Mouth Stage 

Presenter Notes
Presentation Notes
https://public.tableau.com/app/profile/federal.trade.commission/viz/ConsumerSentinel/Infographic

https://public.tableau.com/app/profile/federal.trade.commission/viz/TheBigViewAllSentinelReports/TopReports
Click to category trend for report categories, idt and then imposter scams



efine and categorize identity theft, identity fraud and consumer scams 
(15 Minutes) 
Identity theft
Identity fraud
Consumer scams impact
Financial
Mental health 
 
The statistical shift of fraud (15 Minutes) 
Identity theft
 Theft of information
 Misuse of stolen information after theft
Consumer scams
Commercial data breach
Business scam loss
 
Identify and discuss traditional identity fraud exposure by type (20 Minutes)
	a.  Social security
		b.  Driver’s license
		c.  Financial
		d.  Criminal		
		e.  Medical
			i.  Consumer  
			ii.  Physician fraud
Child
Cloning & Synthetic
Insurance impact on fraudulently used identities
 




Federal Trade Commission Stats--2023 
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Ftc stats from 2022




The Financial Imposter Fraud Shift 
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Upper classman and women learning new levels of the business. 



The Financial Imposter  
Fraud Shift 

Losses to 
investment 
scams more 
than doubled 

$1.8 
Billion 

$3.8 
Billion 

2021 

2022 



The Financial Imposter Fraud Shift 



Imposter 
Fraud 
How many imposter fraud schemes 
or scams can you name? 



The 
Consumer 
Scam Trend 
Let’s start with the Federal 
Trade Commission List 
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Define Consumer Scam 

• Business Impersonators 
• COVID-19 
• Car Buying 
• Charity 
• Debt and Credit Card 
• FTC Impersonators 
• Family Emergency 

 

• Free Trial 
• Gift Card 
• Government Impersonators 
• Health and Weight Loss 
• IRS Impersonators 
• Job or Employment 
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Avoiding and Reporting Scams
Business Impersonators
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Debt and Credit Scams
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Fake Check Scams
Family Emergency Scams
Free Trial Scams
Gift Card Scams
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Health and Weight Loss Scams
IRS Impersonators
Job Scams
Medicare Impersonators
Money-Making Opportunity Scams
Phishing Scams
Phone Scams
Prize and Grant Scams
Rental and Housing Scams
Romance Scams
Scams Against Immigrants
Scams Against Older Adults
Scams Against Small Businesses
Social Security Impersonators
Student Loan and Education Scams
Tech Support Scams
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Define Consumer Scam 

• Scams Against  
• Older Adults 
• Small Businesses 
• Immigrants 

• Social Security Impersonators 
• Student Loan and Education 
• Tech Support 
• Wire Transfer 

• Medicare Impersonators 
• Money-Making Opportunity 
• Phishing Scams 
• Phone Scams 
• Prize and Grant 
• Rental and Housing 
• Romance Scams 
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• FBI identifies common scams 
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 click slide to go to link
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes
Define and categorize identity theft, identity fraud and consumer scams 
(15 Minutes) 
Identity theft
Identity fraud
Consumer scams impact
Financial
Mental health 
 
The statistical shift of fraud (15 Minutes) 
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https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes


Fraud 
Approach 
Methods 
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.  The Emerging Scams Environment and Insurance Impacts (30 Minutes)
Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
	iv. Computer
	v.  Government/law enforcement
 
	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam




The Phone Call 
Approach 

From Party Line to FaceTime 
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Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
	iv. Computer
	v.  Government/law enforcement
 
	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam




The Email 
Approach 
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Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
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	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam




The  
Social Media 
Approach 
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.  The Emerging Scams Environment and Insurance Impacts (30 Minutes)
Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
	iv. Computer
	v.  Government/law enforcement
 
	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam




Most Common Fraud 
Impersonators 

• Tech support 
• Government agency 
• Grandparent scam 
• Romance scam 
• Emergency Financial Family 

Need 
• Charities or Grant Money 
• Investment scam 
• Utility fraud 
• Law enforcement 

 

Presenter Notes
Presentation Notes
https://consumer.ftc.gov/consumer-alerts/2022/07/defending-against-impersonator-scams



Computer 
Scams 

Presenter Notes
Presentation Notes


The Emerging Scams Environment and Insurance Impacts (30 Minutes)
Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
	iv. Computer
	v.  Government/law enforcement
 
	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam




Microsoft Scam 

Computer issues 
Distraction 
Fear/anxiety 



The Romance Fraud Scam-2017 to 2021 

Total reported lost over the  
past five years has now reached $1.3 billion. 

Presenter Notes
Presentation Notes
https://www.iamagazine.com/markets/romance-scams-cost-u-s-victims-547-million-in-2021?utm_medium=email&_hsmi=203891514&_hsenc=p2ANqtz-_Q29IAO7HNuE7X72yWTutxurCPraomf8j45UV3RkHC3mIUebU7gPdNSeLggdiILb3ASvz1nGmFmY95vyLsXMxokXKIvg&utm_content=203891514&utm_source=hs_email


Love is in the air—or is it? Victims of romance scams lost $547 million last year, according to data from the Federal Trade Commission (FTC).
2021 saw a significant increase in the amount of funds swindled by false valentines, growing by nearly 80% from the $268 million stolen in all of 2020. The total reported lost over the past five years has now reached $1.3 billion.

Romance scammers draw people in using pictures stolen from around the internet, building false personas that seem just real enough to be true but always having a reason never to meet in person. Eventually, the supposed suitor will ask for money from the unwitting consumer. The median loss reported to the FTC is $2,400.
The reported median loss increases with age: people 70 years and older reported the highest median losses at $9,000, compared to $750 for the 18-29 age group.
However, younger Americans are not immune to Cupid's faux arrow. While reports of romance scams increased for every age group in 2021, the increase was most striking for victims ages 18-29—the number of reports in this age group increased more than tenfold from 2017 to 2021.


Click link for scam 

https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/romance-scams
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/romance-scams




 The Emerging Scams Environment and Insurance Impacts (30 Minutes)
Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
	iv. Computer
	v.  Government/law enforcement
 
	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam


https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/romance-scams


The Romance Fraud Scam 

Median Loss-$2,400 
Age 70 and older-$9,000 

Younger victim reports grew tenfold in 2017 to 2021 
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https://www.iamagazine.com/markets/romance-scams-cost-u-s-victims-547-million-in-2021?utm_medium=email&_hsmi=203891514&_hsenc=p2ANqtz-_Q29IAO7HNuE7X72yWTutxurCPraomf8j45UV3RkHC3mIUebU7gPdNSeLggdiILb3ASvz1nGmFmY95vyLsXMxokXKIvg&utm_content=203891514&utm_source=hs_email


Love is in the air—or is it? Victims of romance scams lost $547 million last year, according to data from the Federal Trade Commission (FTC).
2021 saw a significant increase in the amount of funds swindled by false valentines, growing by nearly 80% from the $268 million stolen in all of 2020. The total reported lost over the past five years has now reached $1.3 billion.

Romance scammers draw people in using pictures stolen from around the internet, building false personas that seem just real enough to be true but always having a reason never to meet in person. Eventually, the supposed suitor will ask for money from the unwitting consumer. The median loss reported to the FTC is $2,400.
The reported median loss increases with age: people 70 years and older reported the highest median losses at $9,000, compared to $750 for the 18-29 age group.
However, younger Americans are not immune to Cupid's faux arrow. While reports of romance scams increased for every age group in 2021, the increase was most striking for victims ages 18-29—the number of reports in this age group increased more than tenfold from 2017 to 2021.


Click link for scam 

https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/romance-scams
https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/romance-scams




 The Emerging Scams Environment and Insurance Impacts (30 Minutes)
Financial scams
 Approach method
	i.   Phone calls
	ii.  Email
	iii. Social media
	iv.  Text
	v.  Messaging
	vi.  Dating sites
	vii.  Miscellaneous
b.  Type of scam
	i.   Romance 
	ii.  Nonprofits
	ii.  Environmental
	iii. Utilities
	iv. Computer
	v.  Government/law enforcement
 
	B.  Social media impersonation
		a.  Method
		b.  Impact
	C.  The shift to financial gain by scam


https://www.fbi.gov/how-we-can-help-you/safety-resources/scams-and-safety/common-scams-and-crimes/romance-scams


Imposter Fraud Favorite Payment Options 

• Cryptocurrency 
• Gift Cards 
• Wire transfer via Western Union 
• We’ll send you a check upfront to get started, then reimburse us later 

 

Top Criminal Options 
Gift Card or Reload Card 

Presenter Notes
Presentation Notes
https://consumer.ftc.gov/consumer-alerts/2022/04/how-do-you-spot-scam-listen-how-someone-tells-you-pay




CYBERCRIME-CONSUMER 
VULNERABILITY 

Application security 

Presenter Notes
Presentation Notes
The evolution of identity theft (25 minutes) 
 
History of crime
How it generally impacts victims
The insurance industry response
Legislative Overview and landscape
Statistics on identity theft types and trends




Cybercrime-Consumer vulnerability 

Presenter Notes
Presentation Notes
The evolution of identity theft (25 minutes) 
 
History of crime
How it generally impacts victims
The insurance industry response
Legislative Overview and landscape
Statistics on identity theft types and trends




SPOTTING APP 
VULNERABILITY 

Presenter Notes
Presentation Notes
Scanning a QR code and victim of idt. Add slide
https://www.inc.com/jason-aten/if-you-scanned-that-qr-code-during-super-bowl-fbi-has-a-warning-for-you.html
The most talked-about ad from the Super Bowl this year was a colorful QR code bouncing around the television screen. If you pointed the camera on your smartphone at it, you were taken to the website for Coinbase, a cryptocurrency exchange. It's a remarkably simple way to generate some viral marketing.

The ad generated so much traffic that it crashed Coinbase's app, which, as I wrote previously, is a bad thing when you're trying to convince people they should trust you with their financial assets. More important, however, is that the QR code seems to finally be making its way to the mainstream.

One of the reasons is Covid-19. QR codes are popping up everywhere as a way to direct customers to information without having to hand them a piece of paper or take a chance that they might mistype a URL. 

There's a problem, however. Not every QR code is what it seems, and they've become a tool for bad actors. That's why the FBI is warning consumers to be aware any time they scan a QR code, and take steps to protect their information. While the FBI's warning isn't specifically in response to the Coinbase ad, there's an important lesson here--not just for consumers, but for business owners, as well.

The beauty of a QR code is that instead of asking someone to remember a website, you simply embed it in the code. When they scan the code, it takes them directly to whatever webpage you want. 

So a restaurant can put its menu online, put a sticker with a QR code on the table, and diners can simply scan the code and view the menu on their phone. As businesses tried to figure out how to safely operate during a pandemic, the idea that you wouldn't have to pass menus back and forth between people was very appealing. 

QR codes can also be used to facilitate payments. For example, PayPal and Venmo allow users to scan a QR code to send money to each other. As you might imagine, anytime a new technology makes it easier to get people to visit a website, or send money, someone is going to abuse it. That's exactly the warning that the FBI sent last month:

"Cybercriminals are taking advantage of this technology by directing QR code scans to malicious sites to steal victim data, embedding malware to gain access to the victim's device, and redirecting payment for cybercriminal use."

Even though the FBI was talking about QR codes generally, Coinbase's ad was probably the most widely-used QR code ever. Millions of people saw the ad, and a large number of them scanned the code. 

The problem is: What happens when a bad actor decides to take advantage of the publicity and send out emails with QR codes telling people they can scan it and take advantage of an "offer"? Because a QR code masks the website you are visiting, it's easier to scam someone into handing over their personal information.  

If I made a website at the domain coinbasead.stealyourbitcoin.ru, you're probably not going to type that into a website. On the other hand, if I embed it in a QR code--and send it out in a convincing email--when you scan it, you'll see "coinbasead" and might not pay much attention to the rest of it. It's not hard to make a copycat website designed only to steal your personal information, or your Bitcoin.  

The FBI also warns that "malicious QR codes may also contain embedded malware, allowing a criminal to gain access to the victim's mobile device and steal the victim's location, as well as personal and financial information." 

This is less of a concern on an iPhone due to the fact that you can't download software to your device from a web browser on iOS. It doesn't mean, however, that a bad actor can't just create an app that runs directly in the browser. On devices where you can download software directly from the internet, like an Android, QR codes could pose an even bigger threat.



Preventive Measures Minimize Risk 
Consumers must begin to protect their own data— 

No one is coming to rescue you! 



Chat with others 
Email, text, message share your cyber hygiene 
knowledge with others 



Chat with others 
Ensure family, friends or colleagues are all informed 



Personal account –Hardware & Software 

• Security measures 
• Firewalls 
• Virus protection 
• Password protect router and wireless 

connections 
• Each router has own ID and password 

assigned 
• WiFi connection safety 

Presenter Notes
Presentation Notes
https://programs.online.utica.edu/resources/article/ten-ways-to-protect-your-identity

Encryption
Install security suite also on mobile devices
Browse incognito
Password protect the wirelss router
Clear cache and only enable cookies when necessary

It is possible to accidentally share your personal information with others if you don’t set up your web browser properly. Any time you get a new computer or download and install a new browser, you can first configure it. To do this, you will access the “set-up” option on the browser and choose to configure the browser so that it doesn’t reveal your name, email address or other information. Be sure to take this extra step when downloading or installing a browser to ensure your privacy and safety.





Personal account –Hardware & Software 

• Discuss wireless and hardwire connection 
• Understand public Wi-Fi vulnerability 
• Talk to family members 

• Browse incognito 
• VPN-Virtual private network 

• Phone carrier offers VPN 
• Managing cookies 

• Deleting cookies 
• Look for opportunity to reject cookies 

 

Presenter Notes
Presentation Notes
https://programs.online.utica.edu/resources/article/ten-ways-to-protect-your-identity

Encryption
Install security suite also on mobile devices
Browse incognito
Password protect the wirelss router
Clear cache and only enable cookies when necessary

It is possible to accidentally share your personal information with others if you don’t set up your web browser properly. Any time you get a new computer or download and install a new browser, you can first configure it. To do this, you will access the “set-up” option on the browser and choose to configure the browser so that it doesn’t reveal your name, email address or other information. Be sure to take this extra step when downloading or installing a browser to ensure your privacy and safety.





Computer Offense & Defense 

• Review access decisions 
• Consider multi-factor 

authentication 
• Clean cache routinely 

• Including history 
• Review what data is stored on 

you by browsers and update 
restrictions 

• Schedule computer 
maintenance time 

• Create a folder with financial 
information websites 

• Keep list of companies that store 
biometric data 

• Delete one-time accounts with 
financial information 

• Use 1 credit card for shopping 
• Utilize encryption 

Presenter Notes
Presentation Notes
Install security suite also on mobile devices
Browse incognito
Password protect the wirelss router
Clear cache and only enable cookies when necessary

Managing a fingerprint log in
Setting two-verification log in’s
Create folder for sites with financial information
Talk to mobile device fraud department or security department
Delete unwanted passwords stored and update website with financial information
Delete accounts with one time purchase

Keep your mail safe. ...
Read your account statements. ...
Check your credit reports. ...
Shred! ...
Store personal documents at home. ...
Be wary of unknown phone calls and emails. ...
Create difficult logins and passwords. ...
Use one credit card for online shopping




Password Offense & Defense 

• Schedule time to change passwords  
• Create a password alphabet 
• Review all current passwords 

• Business 
• Personal  
• Search engines, ie Google, Yahoo, Bing  

Presenter Notes
Presentation Notes
Encryption
Install security suite also on mobile devices
Browse incognito
Password protect the wirelss router
Clear cache and only enable cookies when necessary

Managing a fingerprint log in
Setting two-verification log in’s
Create folder for sites with financial information
Talk to mobile device fraud department or security department
Delete unwanted passwords stored and update website with financial information
Delete accounts with one time purchase

Keep your mail safe. ...
Read your account statements. ...
Check your credit reports. ...
Shred! ...
Store personal documents at home. ...
Be wary of unknown phone calls and emails. ...
Create difficult logins and passwords. ...
Use one credit card for online shopping




Voice Cloning ◦ Are you next? 

2020 

Presenter Notes
Presentation Notes
Go to link and show headlines…

https://www.ftc.gov/news-events/events/2020/01/you-dont-say-ftc-workshop-voice-cloning-technologies


https://www.ftc.gov/news-events/events/2020/01/you-dont-say-ftc-workshop-voice-cloning-technologies


IF we don’t properly identify 
what to protect... 
How do we know when we’ve 
breached our duty to protect it? 
The gray definition of data in general creates additional exposure as the rules 
are always moving! 



The END of Privacy 

On the end of privacy as we know it…  
 
“The end of privacy as we know it is closer than you may 
think. Privacy definitions are very different between nation states 
and cultures, however, one thing that is common is that privacy is 
becoming less and less of an option for most citizens. In public, 
almost everyone is being watched and monitored 24/7… 
 

Joseph Carson, Chief Security Scientist at Thycotic 

Presenter Notes
Presentation Notes
https://www.secureworldexpo.com/industry-news/10-quotes-on-privacy

10. Of the quotes is joseph carson

A Cyber Security Professional with 25+ years’ experience in Enterprise Security & Infrastructure, Joseph is a Certified Information Systems Security Professional (CISSP). An active member of the Cyber Security community and a frequent speaker at Cyber Security events globally Joseph is also an adviser to several governments and cyber security conferences. (ISC)² Information Security Leadership Award (ISLA®) Americas Winner 2018.




The END of Privacy 

…with thousands of cameras using your expressions, fashion, walk, 
directions, interactions, and speech to determine what you need, what 
you might be thinking, who you are going to meet, who is nearby, and 
even algorithms that determine what your next action might be” 

 
Joseph Carson, Chief Security Scientist at Thycotic 

 

Presenter Notes
Presentation Notes
https://www.secureworldexpo.com/industry-news/10-quotes-on-privacy

10. Of the quotes is joseph carson




MANAGING  
EXPOSURE & RISK 

Presenter Notes
Presentation Notes
Give a self help for each of these, noting positive and consequences or vulnerabilities with information

Managing the fraud risk and exposure  (30 Minutes) 
Cyber compromise
Money or financial/credit
Social security
Driver’s license
Medical information
Last name, first name, and email address
IP address
Non-protected data bytes 
Complementing personal data




Identity Fraud 
Product Coverage 

High Value Prospects and Clients 

Presenter Notes
Presentation Notes
https://www.aig.com/pcg/offerings/homeowners/family-cyberedge
American International Group is the carrier that offers:

High value homeowners with large level assets to protect.

Marcotte, Arthur Gallagher, Silverstone, aon, march and mclennan 

Click and go to the web help page

https://cyberscout.helpsite.com/?utm_source=HQ&utm_medium=landing&utm_campaign=default_faq

Homeowners coverage benefit

Family CyberEdge coverage highlights
Family CyberEdge includes protection from a broad range of incidents and helps you proactively manage your family’s cyber footprint, with coverage limits that can be adjusted to best suit your needs.
Data restoration
You can be reimbursed for costs incurred for data restoration expenses after a cyber attack on you or your family’s personal computer system, including wireless and mobile devices. Through our vendor relationship with K2 Intelligence, you can access immediate help to restore data and remove any malware on your personal computing devices.
Cyber extortion
This coverage reimburses money paid by you or a covered family member to terminate a cyber extortion threat against you or a family member. It also provides access to an expert cyber consultant to assist if a criminal demands ransom in exchange for your data.
Crisis management and reputation restoration
If cyber extortion or a similar cyber attack affects your reputation or that of a covered family member, we can reimburse the cost of hiring a professional crisis management firm.
Cyberbullying expenses
If you or a covered family member is a victim of cyberbullying, we can cover the cost of related professional service expenses tied to managing and/or recovering from the incidents.
Identity monitoring
Coverage includes monitoring services for up to two family members per household, provided by identity monitoring service provider Cyberscout. You don’t have to have a claim to benefit from this added layer of protection.
Cyber assistance services
Stay ahead of sophisticated, quickly evolving threats by taking advantage of supplemental services offered by best-in-class cyber security specialists. Expert advice is just a call or click away.




The new Cyber Identity 
Theft Basics 

• Identity theft 
• Social engineering 
• Extortion 
• Cyber bullying 
• System analysis and 

repair 
 

Presenter Notes
Presentation Notes
Identity theft
Social engineering
Extortion
Cyber bullying
System analysis and repair




Personal lines compromise options 

• Social engineering compromise 
• A financial loss due to a thief deceiving you into willingly giving of 

your funds 
• My local Bassett/Beagle rescue asks for funding, but it is a social 

engineering attack 
• I release funds 

Presenter Notes
Presentation Notes
Define social media platforms, does it include a dating site to recover from a romance scam?

.  Personal line data compromise endorsements
	  1.  Identity theft
	  2.  Social media compromise
	  3.  Cyber bullying
	  4.  Online extortion

	




Personal lines compromise options 

• Extortion expense 
• Threaten to introduce malware/virus 
• Hold computer or data hostage 
• Threat to release PII 
• Damage your reputation 

 

Presenter Notes
Presentation Notes
B.  Personal line data compromise endorsements
	  1.  Identity theft
	  2.  Social media compromise
	  3.  Cyber bullying
	  4.  Online extortion

	




Personal lines compromise options 

• Cyber bullying 
• Verified bullying events 
• Specific time frame 
• Specific number of communications 

 

Presenter Notes
Presentation Notes
B.  Personal line data compromise endorsements
	  1.  Identity theft
	  2.  Social media compromise
	  3.  Cyber bullying
	  4.  Online extortion

	




Personal lines compromise options 

• Cyber bullying 
• Counseling services for depression, anxiety 
• Temporary relocation expenses 
• Private tutor-temporary 
• New school enrollment fees 

• Time specific 

 

Presenter Notes
Presentation Notes
B.  Personal line data compromise endorsements
	  1.  Identity theft
	  2.  Social media compromise
	  3.  Cyber bullying
	  4.  Online extortion

	




Personal lines compromise options 

• Systems issues 
• Restore hard and software 

• Forensic assistance 
• Determine incident origination 

• Restore your reputation 
• Internet search and clean up 

 

Presenter Notes
Presentation Notes
B.  Personal line data compromise endorsements
	  1.  Identity theft
	  2.  Social media compromise
	  3.  Cyber bullying
	  4.  Online extortion

	




Fraud Schemes or 
Scam Exclusions 

• Negligence on the consumer’s part 
• Failure to exercise reasonable care with respect to the 

disclosure of or providing access to your accounts etc. 

• Voluntary disclosure or authorization 
• Your voluntary initiation or authorization of funds 

transferred to a third-party eve if induced by a dishonest 
act etc.  

• Cyber attack loss 
• Losses from external attacks including loss of data, or a 

device, payments made in response to an extortion threat 
etc.  

 

Presenter Notes
Presentation Notes
Negliences:  Any Loss directly or indirectly resulting from Your negligence.  �For purposes of this exclusion, “negligence” means the failure to exercise reasonable care with respect to the disclosure of or providing access to Personally Identifiable Information, an Account, or Theft of a handbag, purse or wallet.  �Negligence specifically includes, but is not limited to, Your failure to review the Account Statement for each of Your Accounts at least every twelve months.

Voluntary disclosure:
Your voluntary initiation or authorization of a Funds Transfer to a third party or voluntary access to or disclosure by You of any Account information, code or other security information to someone who subsequently contributes to a Stolen Identity Event.  �Voluntary disclosure includes You or anyone acting on Your behalf being induced by a dishonest act to voluntarily disclose any Account information, code or other security information, to effectuate a Funds Transfer to a third party or to purchase gift cards that are transferred to or payable to a third party, but does not include voluntary disclosures that were made under Duress.
Cyber attack: 
Any Loss, other loss or damage resulting from or arising out of a Cyber Attack, including, without limitation, loss of or damage to a Computing Device or Computer System; loss of data, loss of use of data, modification or deletion or copying of data; loss of access to a Computing Device or Computer System, data recovery costs, Computer System restoration costs, payment made in response to an Extortion threat, Extortion threat related response costs, and credit monitoring costs.




 

Presenter Notes
Presentation Notes
Enabling multi-factor authentication
Using strong passwords and a password manager
Updating software
Recognizing and reporting phishing




Privacy and Identity Protection Division 

Presenter Notes
Presentation Notes
The Division also operates the Identity Theft Data Clearinghouse, which houses the federal government's centralized repository for consumer identity theft complaints. The Division analyzes identity theft trends, promotes the development and efficacy of identity fraud prevention strategies in the financial services industry, and identifies targets for referral to criminal law enforcement. The FTC operates a call center for ID theft victims where counselors tell consumers how to protect themselves from identity theft and what to do if their identity has been stolen (1-877-IDTHEFT [1-877-438-4338]; TDD: 1-866-653-4261; or www.ftc.gov/idtheft).




Common Sense Steps 

Medical Information Bureau—
mib.com 

Opt Out—optoutprescreen.com 

Presenter Notes
Presentation Notes
Go these website if time is off



What you can do for yourself… 

 90 Day Fraud Alerts 

 Credit Freezing 

 Review credit report annually 

 Choose a monitoring service partner 

 Premiere 

 DIY 

 



Order your free credit report from:  annualcreditreport.com 
Go to ftc.gov and then search for free credit report link 

 
Write for and/or call in for your children’s reports 
 

Common Sense Steps 



Thank you for 
listening, learning 
and chatting with 
me! 

“Peace of Mind Comes With a Plan” 

VanderWal Agency 

Bellevue, NE  68005 

402-216-8262 

Laurie VanderWal 

Vanderwalagency.com 

Laurie@vanderwalagency.com 
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